
Proposed attestation-gated credential issuance
Design sequence: issue a workload identity only after accepted evidence. The full issuer path and its refusal case are not yet demonstrated.
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1 Generate the key pair inside the enclave

The private key is created in protected memory and never exists in plaintext outside it.

P-256 · SEC1 / RFC 5480

2 Bind a fresh quote to the requested key and policy

Bind key + policy + an issuer challenge (or agreed freshness mechanism); validate the binding at the issuer.

Intel SGX DCAP RFC 9334 evidence · §freshness

3 Seal the key under an explicit identity policy

Measurement-based and signer-based sealing have different update rules. Define platform and rollback limits.

SGX sealing (platform)

4 CSR + protected evidence (proposed profile)

PKCS#10 CSR RFC 9711 EAT

RFC 9999 CMW · RFC 9782 media type

5 Submit the issuance request

Issuer adapter: select and implement

6 Appraise the evidence

RFC 9334 background-check model

7 Check endorsement, reference values,
TCB status and freshness

CoRIM draft-11 · CoMID · CoSWID

CoSWID: RFC 9393 · profile required

8Attestation result

Result profile: EAT / CMW option

9 Policy gate, the decisive step

measurement · signer · minimum SVN · debug status · TCB currency · effective configuration digest

local appraisal policy (RFC 9334)

10 X.509 workload identity + optional CMW

11 Install the leaf; the private key never moved

12 The broker validates the credential and access policy. Software assurance depends on the issuer policy and continued acceptance rules.

TLS 1.3 mutual · RFC 8446 RFC 9266 channel binding (opt.) existing broker ACL (unchanged)

What the proposed change would establish

The URI SAN remains a workload identity. Issuance would depend on accepted software evidence.

An optional CMW extension can carry evidence/results; a broker that ignores it relies on the issuer.

Exposure also depends on revocation, reappraisal, resumption and existing-session lifetime.

Refusal case to demonstrate — not yet evidence

Missing, stale or unapproved evidence should cause the new issuance request to be refused.

Refused renewal does not invalidate a still-valid certificate or terminate an existing session.

Immediate exclusion needs enforced withdrawal and session policy. Test those paths separately.
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