Limiting what an Al adviser is permitted to do

Application controls define available tools and validate responses. Software assurance can help establish which controls are running.

BOUNDED AUTHORITY, IN FOUR GATES

The advisory interface has defined limits
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What it can even see What it may invoke What is checked What its answer becomes

The adviser receives a No dispatch or engagement Replies are checked for In advisory mode, output

side-specific, read-only » tool is exposed through » structure, size and use » is presented as advice.

tool set. Other operations this advisory interface. of available picture data. This path does not issue

are not exposed here. The application enforces These checks do not prove orders or change state.

that tool boundary. the advice is correct.
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Operations excluded from the published advisory tool interfaces
X publish a proposal X authorise anything x task or dispatch X engage x write a civilian alert
x replicate to a peer x touch the audit record X see a credential X see attestation evidence x control media
\.

ASSURANCE AROUND THE APPLICATION

Check the software enforcing the limits

Confidential computing can protect a defined application boundary from its host. It supplements organisational and application
controls; it does not remove the need to trust the hardware, verifier policy, approved code or deliberate data recipients.

* The hardware demonstration places application logic and tool execution inside an enclave. The external model and its provider
remain outside that boundary; data sent to them is not hidden from those recipients.

* An independent client has appraised hardware evidence and completed a protected call. The in-page verifier is served from
unsealed assets, so its panel alone is not an independently trusted browser bootstrap.

* Software evidence can identify the measured controls; it does not certify their correctness or the safety of every model response.

SCOPE OF THE DEMONSTRATION

READ-ONLY ADVISORY INTERFACES

Two distinct modes

The advisory tools let a model inspect a bounded
picture. They do not give it direct command or
effect operations. The external model is not
inside the attested application boundary.

A separate synthetic wargame controller can use
validated model outputs to take actions after

an operator authorises that invocation.

This is distinct from the advisory-only path.

Authorise the mode and constrain its actions

An authorised exercise is not per-action approval.
The scope must be clear to the operator.

What the evidence establishes

The recorded application and tool boundary is
distinct from the external, unattested model.
Two advisers completed structured tool-call
cycles in the recorded demonstration. This is

not evidence that every model response is safe.

Read-only tools limit direct action through that
interface. The separate synthetic controller

has a different, explicitly authorised scope.

Neither mode is a guarantee against rogue Al.

The assurance argument

Restrict the operations available to the adviser, validate its output and check the software enforcing the boundary.
State separately who authorises any controller that turns advice into actions. Hardware checking does not make advice correct.

SovereignTEE Ltd - Canopy integration layer - Cerberus technology demonstrator

Recorded advisory cycles used read-only tools. Partner product positioning is omitted from this reviewed technical sheet.
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